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ABSTRACT

While the global economy is expanding quickly, the Internet is developing at a diametrically opposed
pace, resulting in entirely new surroundings where conventional criminal activity thrives. Additionally,
the integration of computers and the development of communication technologies has altered social
interactions and criminal behavior. This thesis utilizes the Routine Activity Theory (RAT), a foundational
paradigm in the study of criminal behavior. Within the context of RAT, we focused on cybercrime in
Ghana, more specifically on the problem of advance fee fraud. It contended that there are three
necessary conditions for criminal activity to occur: a motivated criminal, a victim who is easy to
manipulate, and the lack of a responsible caretaker. In the thesis, we looked at how what drives a
criminal, and what characteristics make a person (or computer) an attractive target. The method
involves evaluating the credibility of a law enforcement official. What role does Ghana Police Service and
the criminal investigative department in Ghana play as effective watchdogs, and what constraints limit its
ability to do so?! decreasing the impact of cybercriminal actions. The study is based on a relativist
philosophical perspective and an interpretivist paradigm. emphasize a qualitative inductive strategy, such
as semi-structured interviews and careful recording. Policymakers, legislators, and regulators in the fields
of telecommunications and information and communication technology all took part in these. on the one
hand, and professionals in the fields of investigation, prosecution, forensic analysis, and the media, The
multi-dimensional evidence explains the role played by each of the stakeholders, the measures and
partnerships deployed in tackling cybercrime, and the challenges and recommendations needed in the
international effort to tackle cybercrime globally. Findings suggest that the proliferation and lack of
effective policing of the internet enabled by the greed of individuals and lack of enforcement and
collaboration of relevant stakeholders has led to financial losses to victims. We equally extend the
criminological understanding of online deviant behaviors and furthers the current discussion on the role
of law enforcement in policing the Internet.

Keywords: Human-Centered Framework, Evidence Gathering, Cybercrime Investigation, Ghana.

47



e

-

A-"‘-Dig-ital Innoevations

1

T

SN

=
T

C

& Contemporary Research in SCIENCE,
ENGINEERING & TECHNOLOGY

Vol. 11. No. 2, June 2023

I.INTRODUCTION

Cyber-attacks and cybercrime are major concerns for big nations such as the United States and the
United Kingdom, which have created a variety of security measures to fight them. Every country is
attempting to safeguard and adapt to cyberspace security. Countries must prioritize the security of key
infrastructure. In the year 2020, data stolen from Airbus Company's computer system was offered for
sale on the dark web. Many municipalities have declared emergencies due to the theft of millions of
people's medical records. (Mensah, 2019). With each passing day, the workforce's capacity to resist
cyber-attacks dwindles, prompting the hunt for new solutions.

2. RESEARCH PERSPECTIVES

Researchers are employing machine learning algorithms to detect blackouts brought on by cyberattacks
and to lessen the impact of assaults on the Internet of Things. Other applications include the detection
of spam and network attacks, the identification of phishing attempts against financial institutions, and the
detection of the rising number of sexual crimes committed through social media. Numerous businesses
have made use of such systems for tasks like stock forecasting, risk mapping, and customer profiling in
the realm of cyber security. Areas of use include crime trend and pattern prediction, criminal identity
detection, and crime prevention (Ennin & Mensah, 2019).

When a security incident happens, many businesses lack the necessary criteria to perform a forensic
investigation, which often prevents the investigation from being successful (Bouchaud, Grimaud, &
Vantroys, 2018). Forensic investigations are not often given top priority by organizations. The main goal
of computer forensics is to preserve, gather, and present evidence. The ability of the organization to
look into every abuse case and bring the abuser to justice depends on the preservation of all relevant
evidence (Elavarasi & Elango, 2017). It is crucial to identify the incident's cause and the perpetrator.

Many companies struggle to conduct an effective forensic investigation after a security incident because
they lack the requisite criteria (Bouchaud et al., 2018). However, forensic investigations seldom get top
attention from businesses. One of the primary functions of computer forensics is the collection, analysis,
and presentation of evidence. If all documentation relating to allegations of abuse is lost, the organization
will be unable to investigate these claims or bring the perpetrators to justice (Elavarasi & Elango, 2017)
In the military and aviation industries, computer forensics is well-established. One use is the recovery
and examination of flight data from an aircraft's "black box" after an accident.

Digital forensics (DF), as described by the two guiding principles, is a more expansive field than
computer forensics:
e Computer forensics is the use of analytical and investigative techniques to locate, get, examine,
and preserve information or evidence that is magnetically stored or encoded (Louwrens & von
Solms, 2005).
¢ Digital forensics (DF) is the scientific theory of the procedures used to retrieve, preserve, and
examine digital evidence, including audio, picture, and communication devices (TC-11, 2006).
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3. DATA ANALYSIS, INTERPRETATION AND DISCUSSION

The data analysis chapter presents the numerous study participants as well as the design and
development of the research interview questions. The chapter also looks at the role of the interviewer
and how the participants were handled during the interview. With a focus on theme analysis, a summary
of the interview transcription and data coding is further developed. The results analysis and the themes'
interpretation are also included in the chapter. A summary of the facts and conclusions is then built
upon and debated.

Research Participant Representation

After receiving ethics permission, the researcher began collecting data According to Patton (2002), the
number of interviews necessary for qualitative research varies on the study's objectives, available
resources, and time. Since Myers (2013:123) claims that "no new insights are being uncovered in the
interviews," the data gathering method in this study was carried out until it achieved saturation and
stopped revealing any new nodes. The first interview took place on August Ist, 2022, and the last
interview took place on August 25t, 2022.

Before beginning the data analysis process, the following procedures were taken:

For transcription, every interview was digitally recorded and then uploaded to a computer.

On a laptop, all soft copies of the recordings were renamed and encrypted.

Using Microsoft Word, every interview was completely verbatim transcribed.

To accurately capture every dialogue, every interview was transcribed without grammatical

correction, repetitive word removal, or sentence completion (Bazeley, 2007).

e The transcript was then altered, with replies having the "Quote" heading and questions having
the Microsoft Heading 3.

The NVivo software was used to rename and import all interview transcripts for coding.

To maintain identity and confidentiality, each interviewee was given a code, ranging from Participant | to
25.

All 25 interviewees and their pertinent demographic information are included in Table 4.1 below. The
attendees represented the fields of law enforcement, telecommunications, information and
communication technology, and the IT industry. Members of law enforcement were organized into four
specialized divisions, each of which plays an essential role in tracing the sources of cybercrime. The
investigative, forensic, information technology, and legal teams. The researcher spoke with the unit and
department leaders, as well as section heads and team leads, from each of the four primary departments.
Both proponents and detractors of the NVivo software have been voiced by academics. Time spent
learning the program may not be proportional to the benefits gained from utilizing computer-assisted
qualitative data analysis software (CAQDAS), as stated by Budding and Cools (2008). They also claim
that tiny data sets are not worth utilizing the program on since they can be handled faster and more
manually. The researcher found that file corruption and system crashes were common when using
NVivo Software, hence it is imperative that users always have a backup.
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Table 4.1: Showing Interviewees Relevant Demographics

CODE NAME |SECTOR DEPARTMENTS/UNIT/SECTION DATE
Participant 1 |LAW ENFORCEMENT  [INVESTIGATION 01/08/2022
Participant 2 |LAW ENFORCEMENT [INVESTIGATION 01/08/2022
Participant 3 |LAW ENFORCEMENT  [INVESTIGATION 03/08/2022
Participant 4 [LAW ENFORCEMENT |Cyber Intelligence (Cyber patrol) 04/08/2022
Participant 5 [LAW ENFORCEMENT [Cyber Intelligence (Cyber patrol) 04/08/2022
Participant 6 [LAW ENFORCEMENT |Cyber Intelligence (Cyber patrol) 06/08/2022
Participant 7 |LAW ENFORCEMENT [INVESTIGATION 07/08/2022
Participant 8 |LAW ENFORCEMENT [FORENSICS 08/08/2022
Participant 9 |LAW ENFORCEMENT |FORENSICS 09/08/2022
IPartic'lpant 10 [LAW ENFORCEMENT |FORENSICS 10/08/2022
Participant 11 |LAW ENFORCEMENT  [FORENSICS 11/08/2022
Participant 12 |LAW ENFORCEMENT  [INVESTIGATION 12/08/2022
Participant 13 |LAW ENFORCEMENT  [INVESTIGATION 12/08/2022
Participant 14 [LAW ENFORCEMENT  [Cyber Investigations 14/08/2022
Participant 15 [LAW ENFORCEMENT [Cyber Investigations 15/08/2022
Participant 16 [LAW ENFORCEMENT  [Cyber Investigations 16/08/2022
Participant 17 [LAW ENFORCEMENT  [Cyber Investigations 16/08/2022
Participant 18 [LAW ENFORCEMENT  [Cyber Investigations 18/08/2022
Participant 19 |ICT SECTOR CYBERSECURITY 19/08/2022
Participant 20 |ICT SECTOR CYBERSECURITY 20/08/2022
Participant 21 |TELECOMMUNICATION [CYBERSECURITY 21/08/2022
Participant 22 |TELECOMMUNICATION [CYBERSECURITY 22/08/2022
Participant 23 [TELECOMMUNICATION |[the Child Protection Digital Forensics Laboratory. | 23/08/2022
Participant 24 |LAW ENFORCEMENT  |ICT 24/08/2022
Participant 25 |LAW ENFORCEMENT  [ICT 25/08/2022

NVivo was used, nevertheless, because to the benefits listed below (Bringer, Johnston, & Brackenridge,

2004):

e The capacity to organize facts to assist with analysis

and, or, not).
e It promotes transparency by linking papers, memos, nodes, and modes, which may be
challenging when using manual approaches.
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The capability to secure data from loss or theft by using a password and several backups.
Providing easy access for data retrieval and coding

Automation gives researchers more time to conduct analyses
Aids in sophisticated "Boolean" searches, which are very difficult to do using manual tools (e.g.,
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Figure 1: NVivo Explorer screenshot showing all the Interviews after transcription

Figure | displays each interview's transcription that was loaded into the NVivo program. The interview
folder, labeled Participant | to 25, is shown on the left panel under source and internal. The list of all the
interviews and the creation date are shown in the right panel. The nodes and sub-nodes are all shown in
Figure |. The study questions, literature review, and theoretical framework served as the nodes, which
represent the themes, while the majority of the sub-nodes represent rplies provided by respondents to
interview questions.
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Figure 2: NVivo explorer screenshots showing all the nodes and sub-nodes
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Figure 3: NVivo explorer illustrating the coding of an interviewee response

Figure 3 shows the coding process done on a particular interview. A portion of the transcript was used
to code it to a particular node and sub-node respectively.
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Figure 4: NVivo screenshot of word cloud generated from interviewees response

Design and Development of Interview Questions
The concepts and concerns informed the development of the interview questions:
e When developing the questions, the study's overarching goals and objectives (Chapter | -
Introduction) and research questions were taken into account (Chapter 3: Methodology).
e The researcher made sure the eleven topics that emerged from the literature analysis were
adequately represented in the interview questions.
e Routine Activity Theory was taken into mind while creating the questions (RAT)
e Background information and targeted questions were utilized to allow participants to
contextualize the occurrence within their own organizations.

Function of Interviewer and Interview Administration

According to McCracken (1998), interviewers are crucial to the process of gathering data and must
choose how much they will actively engage. Therefore, the researcher must choose whether to play a
"backseat" role and let the interviewee talk candidly or organically or to be actively engaged and
contribute to the design of the process by which the interviewee's data is gathered. Wengraf (201 1)
contends that the choices the interviewer makes throughout the interview may have varied
consequences on the outcomes and that the skill of interviewing is one that needs thorough evaluation
and practice.

Table 2: Interview Administration Variables and Description54

VARIABLES DESCRIPTION

Location of Interviews Ghana, Accra

Number of Participants 25 Interviewees

Method of Interview Face-to-Face (32); Phone Interview (2)
Storage of Data Digitally Recorded and Stored
Duration of Interviews Average of 25-30 Minutes

Documents Presented Interviewer sheet and Consent Form
Dates August Ist - August 25t
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Demographic Interview Findings

Organisation A — Ghana Police Cyber Crime Unit

The Ghana Police Service's Criminal Investigations Department has a specialized unit called the Cyber
Crime Unit. Its main responsibility is the detection and investigation of crimes where the target(s) or
means of the crime involve one or more digital device(s), networks, other telecommunication devices,
or the internet. The Cybercrime Unit also looks into delicate issues like online child abuse and
exploitation, as well as any other instances involving women and children in cyberspace. The Cyber
Crime Unit is outfitted with a cutting-edge Digital Forensics Laboratory for conducting digital forensics
examinations and a Cyber Patrol Section for conducting advanced online monitoring and surveillance of
Ghana's cyberspace in order to discover crimes.

The participation of the Cyber Crime Unit goes beyond investigations into more conventional offenses
including fraud, threats, and other severe crimes where a digital device was utilized, such as hacking and
other crimes often linked with technology. Unquestionably, the Cybercrime Unit has never failed to
investigate child abuse that occurs online. With assistance from UNICEF and the National Center for
Missing & Exploited Children, the Cyber Crime Unit has been working all year to look into, apprehend,
and punish suspected of online child abuse and cyberbullying.

The primary law enforcement organization in Ghana is called the Ghana Police Service (GPS). Over
30,000 officers are employed by the agency, which is run by the Ghanaian Ministry of the Interior
throughout its 651 stations.

Functions and Responsibilities

All of the following duties and obligations, individually or in combination:
Investigations into and prosecution of cybercrime

Data gathering and forensic analysis

collection, analysis, and distribution of cyber intelligence
Evaluation and examination of the phenomenon of cybercrime
help for other police forces that is specialized

Cyber monitoring and surveillance

The respondent interview for this research are majorly from Ghana Police Cyber Crime Unit office

Interview Findings — Analysis and Interpretation of Themes

Theme I: Role in Fighting Cybercrime

The interviewees were separated into their departments, units, and sections, respectively, in order to
analyze this subject. Participants were divided into sub nodes, which were these distinct departments.
The second theme focused on particular tasks that each department or area had in combating
cybercrime. This issue was then broken down into nine (9) subthemes for analysis including:
Telecommunications Regulation, ICT Regulation, Investigation, Forensics and Legal. One participant each
from the National Coordinator, Legislation, Telecoms Regulator, and ICT. In light of the participant
responses, "Theme 2: Role in Fighting Cybercrime" was examined.
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Figure 5: Measures, Benefits of Measures & Sub-Themes

Investigation
Eight participants, who all worked for law enforcement agencies, make up the "Investigation" category.
The majority of the Investigators' responses focused on the precise responsibilities they undertook in
accordance with their mandates to investigate severe cybercrimes. Participants were also questioned on
the significance of their roles in examining computer- or cyber-related crimes.
The mandate of the section is in line with the mandate of the Ghana cyber unit only as it relates to
where we narrow it down to. The overall mandate is to rid Ghana of the scourge of cybercrime. Create
awareness of the negative impact of cybercrime on the Ghana economy,and on Ghana themselves.
(Participant |, Cybercrime Investigator, (September 8t , 2022)

Most Ghana investigators interviews gave the same response six times. One of the Investigators
responded as follows when further questioned on the applicability of their particular section in
combating cybercrime:
Obviously, it's crucial that the device was designed with this function in mind. | believe it is crucial since
we have been assigned the responsibility of investigating cybercrime. To fulfill this duty, we conduct
extensive searches, as well as attend in-house and external training designed to prepare us for the latest
developments in this field. (Cybercrime Expert 1), (September 18t, 2022).

Forensics Support

Six people, all from a Ghana police department, are included in the "Forensics Support” group.
Respondents from the Ghana forensics community discussed their distinct functions in the investigation
of cybercrimes. Participants were also questioned on the significance of their positions in the
investigation of cybercrime and other computer-related offenses.
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We provide operational support; the operatives constantly ask for assistance and training on how to
utilize computers, software, and systems. We also offer training for specific topics, such as cybercrime
awareness for members of the Operations unit, Legal unit, and other units we have. Additionally, we
provide logistics. ICT Team Lead, (Participant 2, ) (September 4t, 2022).

Four (4) respondents made the same point regarding providing operational assistance, while two (2)
others talked particularly about how ICT performed research and trained investigators.
Additionally, it seeks to identify patterns in cybercrime, train the investigative cybercrime section, and, in
general, attempt to bridge the digital divide between law enforcement and technology. (ICT Team Lead,
Participant 20, 23 August 2016)

When questioned about the usefulness of ICT in pursuing cybercrime, all six (6) respondents
emphasized the significance of understanding ICT in conducting thorough investigations.
It's a technology crime, and the IT department should be involved because you can't even look into
cybercrime without IT since it's a technology crime, so you'd have to utilize the same technology to look
into those types of crimes. ICT Team Lead, (Participant 5) (September 9t, 2022).

Legislative Support
The Parliament of Ghana is in charge of passing legislation. The Sub Committee in charge of creating
new cyber laws and revising already-existing regulations pertaining to ICT and cybercrime. The
participant's responses were based on the committee's oversight role over all MDAs that dealt with ICT
and cybercrime-related concerns. The participant was also questioned on the significance of their work
in Ghana's fight against computer-related crimes.
There has been a continuous review of the current legislation on cybercrime the last law was passed in
2020, which we now feel is insufficient to address the global cybercrime that is now occurring since it
requires several agreements with other nations to function or be successful. (Participant 10) )
(September 16%, 2022).

The participant's response focused on the need to evaluate current laws to make them more useful in
combating cybercrime in Ghana. The interviewee's reaction to the Parliament Committee's applicability
in combating cybercrime.

Telecommunications Regulation
National Communications Authority Ghana, which is in charge of regulating the country's telecoms
industry, was represented by only one person. The participant is from the organization's cybersecurity
section, and their duties are centered on their mission to provide ISPs and telecom firms, who offer
internet and communication services that are regularly misused by cybercriminals, rules and
cybersecurity plans. The participant was also questioned on the applicability of their role in tackling
Ghana problems with computer-related offenses and breaches.
The major channel of communication between the Commission's cybersecurity section and Law
enforcement  organizations and  telecommunications companies in  Ghana respect for
telecommunications-related crimes and investigations services. (Telecoms Regulator, Participant 12) )
(September 23t, 2022).

The participant said that when law enforcement was looking into cyber-related crimes, the unit acted as
the main point of contact. The participant said when questioned about the unit's applicability in
combating cybercrime
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First of all, the body is in charge of issuing the rules that govern the operations of telecom companies in
Ghana. Since mobile telephony is the main form of communication in Ghana and as you are aware, the
telecommunications sector is governed by the Commission, telecommunications are crucial to the
country's cybercrime issues. (Telecoms Regulator, Participant 14) ) (September 5t, 2022).

The response provided highlighted the role performed by the cybersecurity unit and the significance of
the telecoms industry in tackling the problem of cybercrime in Ghana.

4. CONCLUSION

This chapter's conclusion revisits the research's justification and examines its methodology. The chapter
examines the contributions to theory, practice, policy, and knowledge. This chapter also describes how
the study was evaluated using Klein and Myers' (1999) interpretative field research principles. The
chapter's last section focuses on the research's limits and possible future possibilities.

Research Summary

There is a dearth of literature on law enforcement and the responsibilities of members of the
Cybercrime Advisory Council in combating cybercrime jointly, as stated in the introduction and
literature review. Most previous studies (Hassan et al., 2012; Adesina, 2017) concentrated on the causes
and effects of cybercrime in Ghana; laws that penalize computer misuse (Olusola et al., 2013b; Saulawa
and Abubakar, 2014); and focused relatively on the financial cost and socio-economic effects of
cybercrime (WITFOR, 2005; Sesan et al., 2012). The present research combines all these many elements
and makes an effort to comprehend cybercrime from the perspective of Ghana law enforcement, similar
to the studies done by Maghairah (2009) and Alkaabi (2010).

Furthermore, Yar (2005) has stated that Routine Activity Theory may be taken into account in
comprehending cybercrime, thus the study adopts this framework to examine the theory's relevance to
cyberspace. In Chapter 4, the rationale for choosing the theory was thoroughly covered. The research
was conceptualized using an interpretivist paradigm and a relativist philosophical perspective, which
adapts the approach to the present study's exploratory and explanatory character.

Since the study issue is social in nature, a qualitative technique was employed to gather information via
interviews. 25 participants, the majority of whom were from a law enforcement agency, were
interviewed. According to study evidence, members of the Ghana Cybercrime Units have made an effort
to address obstacles in the investigation of cybercrime via collaboration, training, and the enforcement
of relevant laws and policies. Finally, the research advances the present debate on the role of law
enforcement in policing cybercrime in Ghana and broadens the criminological perspective on online
deviant behavior. The study's contributions are divided into the following categories:

Theory Contribution

The research tackles the gap in Routine Activity Theory's (RAT) application to deviant By expanding the
criminological framework to include online behaviors like advance fee fraud in Ghana knowledge of a
target's eligibility, a determined perpetrator, and the lack of a competition under the purview of law
enforcement, a guardian. This research improved comprehension of the following three RAT
components:
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Suitable Target

According to Yar (2005), the more accessible a target is, the more appropriate it is, and the offender's
decision-making process while selecting a suitable target is predicated on whether the target is being
chosen for "personal, enjoyment, for sale," or to be utilized in committing another crime. This research
has strengthened the case made by Yar (2005) by demonstrating how vulnerable Ghana's computer
systems were, making it easier for thieves to target specific people and organizations. The research has
also improved RAT target appropriateness since it discovered that one of the factors that increases a
person's vulnerability to being a victim of an online crime is their ignorance about potential targets, such
as people. However, the discovery also made a theoretical contribution by challenging RAT hypotheses
on the convergence of the three criteria for crime to occur and by including the existence of lax laws as
a factor in making a target acceptable for a motivated perpetrator.

Motivated Offender

According to Grabosky (2001), the assumptions regarding a cybercriminal's motivations as a human
element to conduct crime remain the same. The results of this research support Grabosky's (2001)
thesis that Ghana’s cybercriminals are driven by avarice and the potential financial benefit of committing
crimes. The research made a contribution to RAT by claiming that the high rates of poverty and
unemployment among Ghana's smart youngsters are what drives them to engage in cybercrime.

Absence of a Capable Guardian

Due to responsibility sharing among law enforcement officials, information security experts, and
individual users, regulating crime in both terrestrial and cyberspace has evolved into a "pluralistic
endeavor" (Grabosky, 2001). This research adds to RAT but broadens the notion of a competent
guardian by addressing problems including the lack of resources, equipment, training, and education for
Ghana law enforcement officials, which prevents them from becoming effective guardians of prospective
cybercriminal victims. Additionally, the study adds to RAT by stating that the borderless nature of
cybercrime has made the application of laws and jurisdictions a difficult problem for policing cybercrime
in Ghana. Law enforcement officers now have to "catch up" to criminals due to the continuous evolution
of technology.

Knowledge Contribution

The area of cybercrime policing, particularly in Ghana, has benefited from the research examination. The
discovery of the eleven themes that emerged from this study's results is useful because they provide a
conceptual framework for comprehending the complex connections and interconnections between the
many components. Some of these topics were the subject of earlier research (Khanafseh et al,
2019).but the eleven themes were not fully taken into account. Future study on cybercrime policing in
Ghana will have a comprehensive framework thanks to the topics that have been identified.

The present study contributes to the body of knowledge about the particular contributions made by
The Cybercrime Unit & Digital Forensic Laboratory to the fight against cybercrime in Ghana. The
research on the precise responsibilities these actors play in combating cybercrime in Ghana is presently
few or nonexistent, making this a significant addition. The present study advances our understanding of
the advantages of internal and external collaboration between the Ghana Cybercrime Unit & Digital
Forensic and external stakeholders.
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Additionally, the actions taken by Cybercrime Unit & Digital Forensic unit to investigate and punish
cybercrime adds to the body of information about the strategies used to thwart cybercriminals'
operations in Ghana. The present study also advances knowledge by demonstrating the many ways that
investigators, prosecutors, regulators, and lawmakers define "cybercrime". This contributes to the body
of knowledge on the definitions and classifications of cybercrime. Finally, the research advances
knowledge by offering suggestions for combating cybercrime By claiming that enhanced public awareness
combined with law enforcement agency education may be a successful strategy for crime control and
crime prevention, the research adds to the body of existing literature on the subject.

Research Limitation

All research studies have their own set of restrictions. Although this research study's design, data
collecting, and analysis phases included careful deliberation, there are some general limitations. The
following categories apply to the limitations:

Theoretical Limitation

The Routine Activity Theory was the sole criminological theory included in the theoretical framework of
this study. Although they were taken into consideration and evaluated in Chapter 3: Others
criminological Theoretical Framework, general deterrence theory was not employed in this research.

Logistical Limitations

Despite the researcher's desire to use mixed methods and combine quantitative information from the
public with qualitative information from law enforcement agencies, the study was only able to use a
qualitative approach because of practical limitations and getting the necessary approval to interview law
enforcement in other regions outside Accra

Limitation of the Research's Scope

The research's coverage was restricted to the actions of law enforcement organizations, particularly the
Ghana Cybercrime Unit & Digital Forensic in its capacity as a specialized unit at the Criminal
Investigations Department of the Ghana Police Service.

Methodological Limitation

This Research was constrained by a methodological limitation that used an interpretive paradigm and a
relativist philosophical premise. The data was gathered via interviews and documentation as part of a
purely qualitative, inductive research methodology. NVivo was only utilized in the study to organize the
information; manual coding was also used. The interviews were placed across time, although cross-
sectional research may have given different results.

Future Research

Future cybercrime research has a wide range of promises. The development of technology and crime
itself is to blame for this. A future study might be undertaken based on the following categorizations as
this research was constrained by its scope, context, and other constraints listed above:

Theory

To ascertain if the laws are effective, future studies might make use of the general deterrence theory. a
deterrence to criminals when utilized in the punishment of cyber criminals. Additional study may be
relevant. Routine Activity Theory to another kind of cybercrime, such cyberstalking or Because these
are established crimes that technology has made even more possible, cyberbullying.
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Topology of Crime

To learn about the difficulties encountered by cyber security experts, research might be done on a
variety of criminal behaviors, such as online grooming or cyberterrorism.

Scope: Research on victims of cybercrime rather than law enforcement agencies might be conducted to
learn more about how they see the actions of both criminals and law enforcement. The depth of the
data might be utilized to assist the present research study. This could be done by surveys, interviews, or
focus groups.

Practice and Policy Contribution

There were fresh policy-related revelations from the present investigation, according to the study. The
findings revealed that criminals were not sufficiently discouraged from committing crimes by the arrest
and conviction offenders. The research's conclusions placed a strong focus on the need to educate those
engaged in cybercrime investigation, prosecution, and prevention via specialized training. It was
suggested that the general public's knowledge of self-protection be raised. Additionally, some significant
concerns were brought up in the misapplication of the Cybersecurity Act, 2020 (Act 1038) to help in
cybersecurity development and in response to cybersecurity challenges. Online bloggers who criticize
public authorities have been arrested and prosecuted under this legal authority. This was because the bill
was enacted into law without the involvement of numerous stakeholders, despite further data that
revealed it required major modification.
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