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ABSTRACT 
 
As competitive market and globalization continue to ripple a range of issues across the asset chain 
(i.e. safety, quality, tracing, and overall management efficiency). Pandemics are bound to occur without 
warning and has revealed the unpreparedness of many nations. Thus, the Nigerian Government aiming 
to shore up revenue/monetization via customs exercise duties to augment the nosedive in revenue of 
the oil sector – must formulate policies and adapt technology to harness its inherent benefits therein. 
Study advances a sensor-based blockchain NiCuSBlockIoT, which will provision a decision-support 
scheme for cargo goods traceability and asset movement on a value-chain by first ensuring that 
accurate records of cargo goods are registered, tagged and reported using the sensor-based units. 
These are then broadcasted on to the NiCuSBlockIoT as record and/or blocks via a P2P chain on the 
network as a decentralized framework executed on a distributed hyper-ledger fabric via smart-contract 
transaction logic. Result show model eliminate fraud that often accompanies a centralized scheme via 
its sensor-layered model that reports all such errors as data on NiCuSBlockIoT supply value chain. 
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1. INTRODUCTION 
 
Interaction among society’s resident vis-à-vis their corresponding migration process as the need 
arises, from one place to another [1] has continued to form baseline as well as foundation upon which 
globalization is advanced. But, a consequent effect of such interaction, integration, advances and 
migration activities [2] is the relative ease in acceleration and propagation of infectious disease [3], 
and its consequent spread evolution from an epidemic to a pandemic [4]. It became globally clear, 
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that covid-19 pandemic witnessed: (a) closure of schools [5]–[7] with limited public gathering in our 
society [8], (b) adoption of social distancing as means to curb its propagation effects [9]–[11], (c) 
residents’ migration pattern [12]–[14], (d) responses to businesses birthing remote-work with its 
reduce monetization [15]–[17], and (e) the adoption of nose-masks in public places and especially in 
schools [18]–[20]. Post-covid-19 reports have revealed that: (a) traditional schools were shut down to 
curb its widespread propagation, (b) businesses were impacted globally, (c) the short-term disruptions 
in businesses yielded great significant negative impacts, and (d) such impacts if mishandled – may 
yield long-term effects that ripple throughout the society with the formation of new businesses as well 
as sustenance of older businesses [21]–[23].  
 
Globally, covid-19 response to prohibit social gathering, impacted short/long-term costs with reduced 
economic activities [24], [25], which rippled across the society with a range of associated costs such 
as reduced infrastructure access, increased population inequality, starvation [26], stratifications in 
global access to technology, social disparities from widespread revolution with technology in various 
regions, rise in inefficiencies with harder job schedule, unstable psychomotor health [27], and mental 
formation adjustments to new realities [12], [28], [29], and complex new logistics adaptabilities – 
among other costs [30]–[32].  
 
Pandemics are large-scale propagation and outbreaks of infectious disease [33] that greatly increases 
both the morbidity [34]–[36] and mortality rate [37]–[39] of the populace over a wide geographic area. 
This in turn, results in significant negative socio-economic impacts with political disruption and 
ramifications [40]–[42]. Evidence suggests that the likelihood of repeat pandemic has increased in 
the past century [14], [43], [44]. These have been attributed to the increased (im)migration [45], global 
integration [46], urbanization [47], technological advances [48]–[50], land-use changes [51]–[53], 
and exploitation of natural environment vis-à-vis its resources [54]–[56]. These trends will likely 
continue to intensify and significant attention with well-formulated policies be enforced on the need to 
identify and limit emerging outbreaks, to expand and sustain investment to build up preparedness and 
health capacity to handle future occurrence [57]–[59].  
 
Its impact in Nigeria unprojected still ripples across with disruptions still experienced that continues 
to raise many socio-economic concerns that will help with national recovery [60], [61]. The need arises 
for society to reflect upon new norms of local realities vis-à-vis the implementation of platforms to 
exchange ideas and experiences that foster effective strategies to help repair the wreckage impacted 
upon today’s society; And in turn, help to mitigate future pandemic effects of any kind [16], [62], [63]. 
 
Evidence continues to suggest that another pandemic alongside projected spread propagation will 
meet us better prepared to tackle such – even with less migration, the immediate closure of public 
gatherings, and enforcement of health protocols [26]. Businesses must seek new modes to harness 
virtual technology as a key integral frontier for today’s society in response to our recovery. Robust 
enforcement and implementation of regulatory policies can help advance and yield high unexpected 
results [64]. Businesses will thus suffer from recency of purchases by their inherent consumers, 
experience reduced frequency of both purchases and visits to business vicinity by the customers, and 
therein experience reduced monetization [65]. Businesses globally, took inventories of their daily 
production so as to account for goods and services rendered to their client in exchange for money 
[64]. Inventories are raw materials for finished products, stored to meet supply demand of consumers 
[55], [66].  
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Lesser inventory may result in businesses losing opportunity of sales, loss of potential clients, loyalties 
and anticipated maximum profits [67]. With over-stocking of inventories, it will increase the cost of 
maintenance and storage, and thus, reduce the profit margins [68]–[70]. With nation left devastated 
by the pandemic, the International Monetary Fund reported by 2024 ending, it will cost globally about 
US$13.8trillion [71], [72] for recovery. This socioeconomic impact while enormous, also had indirect 
impacts to both businesses and society so that all nations through her citizens are now exposed and 
educated with disaster management due to the rippled consequences [73]. 
 
1.1. The Nigerian Customs Services (NCS) 
NCS has continued to play a significant, critical and effective role in the transportation therein of goods 
as asset (in/out) the docks of the nation Nigeria [74]; And thus, has continued to shore up revenue 
generation within her borders [75] – all targeted at national development [76]. The nosedive trend in 
monetization from the oil sector, and world-order search for alternatives to fossil fuel [77]–[79], has 
shift emphasis toward the non-oil sector [80], with customs excise duties as the frontier alternative 
scheme to backup low-sales from crude oil [81]–[83].  
 
Critical issue faced by NCS during the pandemic that resulted in nosedive of the revenue generation 
includes: (a) the gradual severance of migration with travel restrictions and border closures with the 
peak of 2020 [84], (b) increased duty exercise and its related costs in shipping costs vis-à-vis its 
transport duration [85], and (c) limited access to shipping infrastructure [86]. Pandemics may have 
caught the globe unaware; But, it immensely advanced digital revolution [87] – to result in new 
methodologies and paradigms as the new norm for both businesses and government operations. 
 
The World Customs Organization (WCO) and World Trade Organization (WTO) examined blockchain, 
smart contract, distributed ledgers, and IoTs in relation to how its adoption can advance their 
operations, ease traceability and manageability today [88]. Other studies have sought to identify how 
these technologies can promote and facilitate trade agreements, and assist customs administrations 
with their objectives of safety, security and fair revenue collection [89]–[91]. While, WTO sets rules for 
international trade – WCO deploys standards, regulations and tools for border formalities. Both 
organizations provision capacity-building and technical assistance aimed at facilitating trade and 
customs procedures [92].  
 
Their cooperation coverage are in customs valuation, rules of trade facilitation and mitigating the 
effects of the COVID-19 pandemic via the adoption and adaption of paperless trade and technologies 
[93]. The rapid growth of trade volume makes it necessary to increase monetization with safety and 
security of international trade to leave the flow of goods unobstructed. Adaption of IoT and related 
tech will yield a resilient system for use in customs administration supply-chain without degraded 
performance [94]. It will thus, be extremely helpful to capture and share real-time information to fully 
automate border crossings and customs procedures in national ports and to ensure traceability of 
goods and means of transport [95]. 
 
1.2. Supply Chains as Knowledge-Rich, Inventory Traceability Models 
Supply value chain thrives on information transparency and timeliness to yield an efficient and 
effective decision support system with eased access and retrieval of information, mobility, traceability 
and dependable. Several studies have sought to enhance supply chains so they are expressed as 
mathematical models with efficient data management and mining capabilities.  
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These in turn, yields innovative, knowledge-rich systems allowing their fusion with technology-rich and 
technology-dependent structures. The recent adoption cum adaptation of wireless sensors, 
virtualization, optimization, and blockchain [96], [97] has further continued to advance its reach and 
coverage.  
 
In today, supply chains ranging from agriculture to medicine, pharmaceuticals and oil asset – have 
since become primary beneficiaries of the blockchain technology. The incorporation of blockchain into 
the framework of the Nigerian Customs Service – to aid effective management of resources as asset 
will also advance this supply chain also as a source of livelihood for many of its citizens. Borders 
opening and manageability has continued to provide the requisite support for the total amount of 
resources expended by the Nigerian citizen within her territories. This chain can provision and maintain 
improved productivity and profitability via a concerted effort to address its many concerns that includes 
(not limited to): (a) disorganized regulatory system, (b) lack of funding and strategic policies 
formulation to support custom exercise and duties, (c) non-optimal inventory management and 
traceability systems, (d) poorly structured and functional record-keeping system, and (e) inefficient 
customs service and exercise duties supply value chain [98]. 
 
Supply chains has now become the focal epicenter for diversification of financial portfolios with 3-
crucial factors that impact human existence include food, clothing, and shelter-mostly [73]. With 
import and export duties, products traded as assets and the inherent challenges with manual tracking 
of assets as cargoes and goods shipment with re-distribution, an optimized value supply-chain 
structure becomes imperative and critical. An effective cargo value supply chain framework must be 
able to deliver superior consumer values at a lower cost, with traceability and effectively eased 
management [99]. Thus, by extension, the supply chain’s adoption of sensor-based technologies and 
the blockchain framework via smart contracts and portfolio will inadvertently yield new paradigm as 
robust policies framework to drive value chain [98] whilst, satisfying the requirement needs therein of 
stakeholders [100]. Thus, supply value-chain managers must be able to consider the interactions of 
known/unknown parameters as well as limitations cum minor shifts from which he/she is expected to 
create a plan that will render effective and efficient results for the value-chain. 
 
1.3.  The Blockchain Models 
The blockchain technology has since become one of the best innovations created in the 21st century. 
Originally designed for adoption as digital currency – it is now a frontier product adapted to a wide 
range of schemes and value-chains via its adaption of smart contracts to aid its robust use in a variety 
of sectors such as healthcare [101], [102], electronic voting [103], [104], and supply chain models. It 
is a shared ledger of digital transactions as executed and distributed amongst shared nodes (blocks) 
[105]. Each node is device (physical or virtual) on the chain network. Its benefits are poised from the 
inherent characteristics and feature it possesses such as security, decentralization, smart contracts 
and portfolios, and auditability [73], [97], [106]. The adaption of the blockchain for new domain tasks 
is to help decentralize data storage from being manipulated or controlled by a central authority, making 
records immutable. The chain is a network of nodes to form a chain of blocks that contains data – so 
that the knowledge stored on each block using a distributed ledger can be assessed by any user from 
anywhere. A typical chain consists: (a) data, (b) hash of the record, and (c) previous block’s hash linking 
this record to previous records and block(s) as in figure 1. A blockchain uses hashing and proof of work 
over a distributed peer-to-peer (P2P) network(s) as its safety schemes to ensure records security, 
integrity, immutability and non-repudiation on the chain [107]. 
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Figure 1. The typical block scheme (source: ) 
  
Thus, the addition of a new data/record will ensure that the record be first broadcasted onto the chain 
via a P2P network verification. So that, once approved by a majority of the nodes according to its pre-
approval rules – the record is then added to chain as new block. Next, a record of this transaction as 
adopted on the smart-contract is then distributed to several nodes to ensure security. The smart 
contract provisions performance support of all credible transactions on the chain [108], [109]. 
 
1.4.  Study Motivation 
The study posits the following as issues cum motivation therein [14]: 
1. Unwillingness of stakeholders on cargo goods supply chain, to disclose accurate data about their 

asset or produce, and the corresponding chain processes has led to unavailability of data for 
extensive study. We thus, signed a non-disclosure agreement with the Nigerian Customs Service 
to get and encode the requisite information needed for the study. However, to combat this-we 
propose the use of a distributed hyper-ledger fabric framework to help store records as world-
state data using key-pair hash values. 

2. Studies have explored the adaption of a mobile app to implement the supply chains as a 
centralized model. The blockchain network with RFID-sensor-based layered IoT ensemble will 
improve user-trust level, ensure transaction transparency, records security and improve records 
traceability as required in customs services. And in turn, yield the desired decentralized scheme. 

3. The Nigerian Customs Service employs a centralized existing supply chain management system. 
With no control of such asset, there may/can occur irrational (non-approved) price hikes and 
monopoly of the chain, which will further threaten monetization, service quality, security, and 
safety of regulations and its robust implementation is continually impacted by such unregulated 
policies and decisions. These can be averted via a decentralized system with such records, 
accurately and timely to all stakeholders. 

 
Study wishes to develop and deploy NiCuSBlockIoT – a blockchain-based framework that extends [98] 
by utilizing sensor-based RFID to help tag records and register/broadcast them on the blockchain via 
a P2P network to optimize the custom exercise duties revenue generation in Nigeria by: (i) 
understudying the current supply-chain network to aid traceability in Nigeria and beyond, (ii) model the 
NiCuSBlockIoT to facilitate customs services and aid manageability with effective administration of 
policies and regulation to yield efficient business logic with transaction(s) using the block-chain model, 
(iii) ensure all transactions are authenticated using the smart-contracts approach via the hyper ledger 
fabric, and lastly, (vi) the system will ensure that all transactions are validated with data security using 
cryptographic techniques to eliminate fraud, corruption as well as errors resulting from centralization 
policies. 
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2. METHOD 
 
2.1.  From Existing to Proposed Sensor-based Customs Service Blockchain (NiCuSBlockIoT) 
The operations of the Nigerian Customs Services exercise duties is such that contains a litany of 
stakeholders ranging from exporter, bank/broker, clearing agent(s), the Nigerian export promotion 
council, service provider (cobalt), examination body (i.e. NCS, NDLEA, NAFDAC etc), shipping company 
(service provider), and country’s final destination docks, importer, authorized bank, clearing agent and 
examination body, bank terminal operators (PTML, Grimaldi, APMT etc), customs service, and terminal 
exit [110]. 
 
We adopt Akazue et al. [111] model, which employs an object-oriented methodology for an n-tier fat 
client blockchain called NiCuSBlockIoT with the following steps: (a) goods assets are registered via 
sensor-based radio frequency identifier (RFID) tags by the exporter, (b) records are broadcasted on the 
chain for approval using the proof-of-work scheme by all interacting nodes. It explores the smart-
contract as modeled to use the smart-phone due to its eased portability, access ease, mobility, and 
speed of transaction(s) for all user/stakeholders. For mobile apps, we employ a functional 
programming mode in the development of the application program interface (API) to implement the 
blockchain smart contract on the android platform. Our n-tier, fat-client model will help users 
effectively and efficiently resolve the various data inconsistencies from various stakeholders on the 
blockchain at various points in the Nigerian goods value-chain problem using the hyper-ledger fabric 
[112], [113]. 
 
2.2.  The Proposed Sensor-based Customs Service Blockchain (NiCuSBlockIoT) 
The smart-contract is explained as thus: 

1. Stage 1: Ledger State – ‘Goods’ are represented as a set of properties via a key-pairset assigned 
values. This record also details the state of the goods namely ‘export’, ‘import’ – with a variety of 
stakeholders namely exporter, authorized banks, bank terminal operators (PTML/Grimaldi/APMT), 
agent(s), service provider(s) shipping company (i.e. cobalt), inspection body (i.e. NCS, NDLEA, 
NAFDAC), and terminal exit. The goods asset is a complete key-pairset and a 2-tuple <state, 
stakeholder> recordset that details record of each asset and its corresponding state, initialized in 
the distributed hyper-fabric ledger as world state. It supports many states with various attributes 
that allows the same ledger in its world-state to hold various forms of the same asset supply chain. 
And ultimately, makes possible the capability of the system to evolve and update its state(s) and 
structure [43], [114], [115]. 

2. Stage 2: Proof-of-Trust – With a variety of roles for those that interact with each good/asset (i.e. 
exporter, banks, terminal exit, agent(s), service provider(s) shipping company, inspection body, etc 
– alongside the various transaction(s), as goods/assets transit from one state ‘export’ to another 
‘import’ or vice-versa between the various stakeholders, the scheme must indicate how different 
business interests ascertains who approves a transaction, and also how individuals state keys work 
– are enshrined in NiCuSBlockIoT smart contract logic. Thus, we must set a rule in the namespace 
to define a business that processes a specific asset, and later, set another rule to update all 
processed that an asset (i.e. good) should undergo so as to portray trust relations for customs 
exercise duties and trade transactions. These concepts can be combined to implement the smart 
contract [116]. 

3. Stage 3: Smart Contract – A smart-contracts code initializes all valid states for an asset as well as 
the transaction logic that transitions an asset from one state to another. We note that smart 
contracts are quite essential as they help us set key-business processes and knowledge about 
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records of goods that can be shared across by the various stakeholders on the NiCuSBlockIoT 
network as they each interact with the network. It defines also how the various states of a business 
manages the various processes to move an asset between these states. In the NiCuSBlockIoT 
chain, the same smart contract is shared and used by the different nodes as well as by the different 
apps connected. Thus, it jointly executes a shared business data and process. All members of the 
network must agree a specific version of smart contract to be used. 

 
2.3. Procedural workings of experimental framework 
We implement the proposed NiCuSBlockIoT traceability and management system-leveraging both RFID 
and block-chain model. NiCuSBlockIoT is established with a broad coverage of functionalities that 
ranges from data gathering, knowledge management within the chain to enhance tracking and 
goods_asset manageability. This will help to minimize corruption, fraud of all forms as well as other 
issues as may arise. Thus, yielding figure 2 as the proposed experimental model that uses RFID 
sensors on a blockchain using hyper-ledger fabric (a key-value database as implemented for the 
Android platform via a user-friendly mobile API [76]. This fusion results in improved features, and in 
turn, an improved block-chain system. 
 

 
 

Figure 2. NiCuSBlockIoT Chaincodes Structure for stakeholders (sources: [111], [117]) 
 
The framework is thus developed from a business perspective with requirement analysis, processes 
inquiry, data design, and other major technical activities requisite for smart contract(s). We model the 
smart contracts as a gateway to the k-chains and depending on the business cum transaction rules, 
this resulting system may vary in complexity, capabilities of both the selected block-chain framework 
as well as that of the client interfaces for the blockchain. Smart contracts are defined from import to 
export of goods and employed as certificates to foster and authenticate the traceability of goods asset 
along the supply chain [118].  
 
Thus, the system should be able to provide a user with a history of the goods being exported, once the 
said user is registered on the NiCuSBlockIoT network. With registration, each client or user is ceded a 
public/private key-pair that allows them to digitally sign each operation on the distributed hyper-ledger 
fabric. The system makes use of weights all through the value chain. Internally, some validation and 
checks are performed and the system can detect anomalies as well as log in such as records on the 
network. 
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3. RESULTS AND DISCUSSION 
 
3.1.  NiCuSBlockIoT Performance Evaluation 
To implement NiCuSBlockIoT, we measure its throughput using the Riverbed Modeler. The throughput 
measures a chains capacity for rate of data transfer within the system over a period of time as in figure 
3.  
 

 
 

Figure 3. The NiCuSBlockIoT-chain Framework Throughput 
 
The number of transactions per second (TPS) was obtained from the graph above. In tandem with 
[119]–[121] – transactions per second for other blockchains models were found to be less than 30. 
This is attributed to their proof of work (PoW) adaptation [122], which is a consensus mechanism that 
helps each user on the chain to effectively and efficiently, compute the posed task during its mining. 
The nature of each task requires loads of computational power vis-a-vis processing time. However, our 
traceability model employs a permissionless chain. Thus, the transaction per second of our 
experimental framework is about 1101. 
 
3.2. Result Findings: The NiCuSBlockIoT network 
With the NiCuSBlockIoT implementation, we have the resultant framework [123]–[125] as in Figure 5. 
The working of its smart-contract with the various components, is described thus: (a) export contract 
allows all registered goods for export to be recorded as asset, so it can be broadcasted onto the chain, 
aprved using the proof of work mechanism, allow for easy tracing/tracking during shipment, and ease 
asset validation. As it changes its states with the ‘export options’ transiting from one stakeholder to 
another – in lieu of export/import (as the case may be) – it is said to be undergoing processing.  
 
We note that all contracts are immutable recorded transaction vis-à-vis these varying export/import 
options for stakeholders – all of which helps detect record anomalies when they occur, and (b) an 
examination body such as NAFDAC, SON, NDLEA and other inspection regulatory agencies will then 
ensure the safety and quality assurances of the goods checked against the recorded asset(s) to aid 
effective tracking a data-point to another – and easy goods asset identification as coming from a 
known export/import source. These records can also be employed for recall capability of the processed 
assets/goods as in Listing 1. 
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Detailed in the states below are its attributes and values as in Listing 1. The first stage of the 
asset_1234 is export, which states nature of the transaction; And agrees with [126]–[130], 
respectively. Thus, if a 1kg goods asset_1234 is exported at Arnold_Holdings by Mr. Dickson Obasuyi 
for the proposed date of June 1 2024, it will be expressed as in Listing 1: 
 
Listing 1: Dock(s)_A_Export_Goods 
Exporter = Arnold_Holdings 
Owner_property = Processed Leather 
Owner = Dickson_Obasuyi 
Goods_Class = Fashion 
Export Date = 1st June 2024 
Current_State = Export 
Value = 200000Naira 
Next_State = Processing 
 
The owner [Dickson_Obasuyi], exporter [Arnold_Holdings] and Current_State [export] are the most 
significant changes to be experienced within NiCuSBlockIoT chain [131] – whereas the 
current_state_value helps in identifying that the state cum condition of the goods asset 
[export_processing_import] lifecycle. The asset can thus, be safely transported across the value chain 
via its consequent distribution chain to start/end the goods asset transaction lifecycle on the value 
chain. It become mandatory that asset records be approved, validated and kept on the chain to aid 
traceability, administrative and management purposes. In addition, the value of the owner_property 
of a goods asset can be used to carry out access control on the trade transaction by comparing this 
owner_property alongside or against the identity of each transaction initiator or creator. The hyper-
ledger fabric supports this through the chain-code API. 
 
4.2. Discussion of Findings 
The NiCuSBlockIoT allows users to register as either of the various options for both export and import. 
Depending on the users’ registered role, permissions are thus granted (e.g. only an exporter can add 
a new good as asset record to the chain). A processor can yield any of the following options of exporter, 
agent, shipping company etc – can process the asset goods from the system; And consequently, can 
also update the status of the same goods, as ready for processing and export/import respectively 
[132]–[134].  
 
Thus, stakeholders are linked therein the network, and can effectively/efficiently trade their goods. 
Users can track a particular shipment also via the mobile application to know its history and essentially 
how it has been handled on the goods production network [135]. The distributed hyper-ledger fabric 
tech uses a P2P network, to establish a decentralized structure for the app. It runs on a 3-tier peer-to-
peer scheme/mode (namely orderer, peer-one, and peer-two) [48], [136], [137]. If any of the peer-to-
peer mode crashes, any of the active peer(s) is then allowed to perform pending tasks. This feat 
eliminates manipulation of resources, fraud and corruption that otherwise exist with the demand-
supply administration and supervision decisions are controlled from a centralized point [138]–[140]. 
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This study looks at the following parameters [141]–[143]: 
 NiCuSBlockIoT yields a resultant network of the goods value chain that provides accurate and 

timely information on goods in the chain as it gathers information from both demand and supply 
stakeholders on the chain [144]–[146]. 

 It yields an API that is easily ported, with ease in mobility, ease of access to the Internet, durability, 
and speed of processing [123], [147], [148] with its seemingly user-satisfaction upload and 
download times. 

 
Sample results shows that the blockchain aims to effectively tackle a majority of the corrupt practices 
for the Nigerian food value chain. It uses a distributed hyper-ledger fabric, a key-value database [149], 
and a mobile applet interface-resulting in a user-friendly, and open-source permissioned blockchain 
framework that is ideal for the privacy and confidentiality of transactions and data related to business 
transactions [150], [151]. 
 
4. CONCLUSION 
 
The widespread digital revolution, technological development and its consequent adaption with the 
proliferation of new technology-driven business strategies, businesses can now operate more 
efficiently, productively, and profitably. Despite the enormous amount of data generated daily, we have 
observed that the healthcare industry has always kept up-to-date with technology; However, the 
adoption of data analytics and data science will bolster the field of medicine. So, for the future of this 
industry, this study is a positive step and should be improved upon. Furthermore, this research work 
signifies a paradigm shift in the application of artificial intelligence to mental health diagnostics as 
supported by [152]–[154].  
 
The study implements NiCuSBlockIoT (with RFID-based scheme layered over a blockchain model using 
the P2P network) to manage the goods supply chain [155], [156]. It effectively tackles the inherent 
challenges of the Nigerian Customs Services via the distributed hyper-ledger fabric (a key-value 
database) for Android mobile smartphones to yield high-performing [157], user-friendly, and open-
sourced permissioned block-chain framework that is ideal for the privacy and confidentiality of 
transactions and data related to business transactions. In conclusion, the NiCuSBlockIoT framework 
is deployed to help effectively cum efficiently manage the goods value chain in Nigeria. 
 
We present a Nigerian Customs Services IoT-based Blockchain support system that explores and 
exploits the power of wireless sensor-based RFIDs layered over a permissioned blockchain ensemble. 
Our contributions include: (a) used the hyper fabric ledger for permissioned blockchain ledger to record 
world-state key values of generated blocks, (b) used the sensor-based RFIDs to register goods asset 
as records, (c) it explores the use of smart-contract business logic transactions to records the RFID-
based data, which is then broadcasted onto the IoT-based blockchain using a P2P network, and (d) it 
optimizes the NiCuSBlockIoT scheme for eased manageability, traceability and administration in 
Nigeria.  
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